
CHECKLIST

DATA
SECURITY

Protecting Information from Inbox to Printer and Beyond
Every document, email, and file in your organization holds value. Keeping that information safe

means paying attention to the details across every stage of your workflow. Use this checklist to see
how your data defenses measure up.

Printing and Scanning
Require user authentication at every device
Enable secure release printing so documents only print when the user is present
Regularly clear stored jobs and device memory
Encrypt data that travels between the device and your network

Storage and Filing
Control access to physical files and storage rooms
Shred outdated or unnecessary documents through secure shredding services
Securely store digital files in approved, monitored locations
Regularly review permissions and remove outdated access

Cloud and Network
Encrypt all data that moves in or out of the cloud
Monitor file sharing activity for unusual or unauthorized behavior
Apply software updates and security patches consistently
Use Managed Print Services to maintain oversight and control of connected devices

People and Practices
Create a clear data handling policy that all employees understand
Provide regular security awareness training
Encourage reporting of suspicious emails, print activity, or system behavior
Conduct regular reviews of security procedures and update them as technology evolves

Email and Communication
Train your team to recognize suspicious messages and phishing attempts
Use strong passwords and enable multi factor authentication for all accounts
Encrypt sensitive attachments before sending
Limit who can send or receive confidential information


