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How to Spot Al Scams
+ Phishing Attempts

Phishing emails are no longer riddled with typos and poor grammar. With Al, they look polished,
professional, and convincing. Use this checklist to help you (and your team) avoid taking the bait.

Red Flags in the Message

[[] The sender address looks “off” (misspelled, unusual domain, or doesn’t match the display name).
[[] The message creates urgency or fear (“Act now or your account will be locked!”).

[ ] Unexpected requests for login details, MFA codes, or financial info.

[] Offers or alerts that feel too good (or too bad) to be true.

Suspicious Links + Attachments

[] Hover over links before clicking - does the web address match the company’s official site?

[] Attachments you weren’t expecting, especially ones that say “invoice,” “payment,” or “urgent.”
[] Links shortened with bit.ly or similar services to hide the real destination.

Al-Generated Tells

[] The tone feels a little too polished, formal, or robotic.
[[] Phrases sound unnatural, like they were translated or machine-written.
[] Inconsistent details - company name spelled one way in the subject, another way in the body.

Safe Practices

] Pause before you click. Trust your instincts, if something feels off, it probably is.

] Verify directly. Go to the company’s official website or call their customer service number.
[ Report it. Alert your IT/security team so others don’t fall victim.

] When in doubt, delete. A real company will find another way to contact you.

Pro Tip: Share this checklist with your team. The more eyes trained
to spot phishing, the stronger your organization’s defense.

appliedinnovation.com | 800.521.0983 I‘



